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1.0 GENERAL

1.01 SCHEDULE OF EVENTS
= |ssue Date January 29, 2015

» Deadline for Requests for Clarification or Change_..._ February 7, 2018 (10:00 am, PT)
» Proposal Due Date and Time

This Schedule of Events is subject to change. Any changes will be made through the issuance of Written Addenda.

1.02 ISSUING OFFICE

The Procurement, Contracts and Materials Management (PCMM) department of Oregon State University
(“OSU”) is the issuing office and is the sole point of contact for this Request for Proposal. Address all concerns
or questions regarding this solicitation to the Administrative Contact identified below.

1.03 ADMINISTRATIVE CONTACT

Name: Donna Cain

Title: Purchasing Analyst 3
Telephone: 541-737-3423

Fax: 541-737-2107

E-Mail: donna.cain2@oregonstate.edu

1.04 DEFINITIONS
As used in this solicitation, the terms set forth below are defined as follows:

a. "Addenda" means an addition to, deletion from, a material change in, or general interest explanation of the
Request for Proposal.

b. "Exhibits" means those documents which are attached to and incorporated as part of the Request for
Proposal.

c. "Proposal" means an offer, binding on the Proposer and submitted in response to the Request for Proposal.

d. "Proposer" means an entity that submits a Proposal in response to the Request for Proposal.

e. "Proposal Due Date and Time" means the date and time specified in the Request for Proposal as the
deadline for submitting Proposals.

f.  “Request for Proposal” (RFP) means the document issued to obtain Written, competitive Proposals to be
used as a basis for making an acquisition or entering into a Contract when price will not necessarily be the
predominant award criteria.

g. "Responsible” means an entity that demonstrates their ability to perform satisfactorily under a Contract by
meeting the applicable standards of responsibility outlined in OSU Standard 580-061-0130.

h. "Responsive" means a Proposal that has substantially complied in all material respects with the criteria
outlined in the Request for Proposal.

i.  “Written or Writing” means letters, characters, and symbols that are intended to represent or convey
particular ideas or meanings and are made in electronic form or inscribed on paper by hand, print, type, or
other method of impression.

| 2.0 INTRODUCTION AND BACKGROUND

2.01 INTRODUCTION
Procurement, Contracts and Materials Management is seeking Responsive Responsible Proposers to submit
Proposals for Social Media Management Services.

2.02  BACKGROUND

Oregon State University, College of Engineering is looking to increase social media efforts with the following
goals, 1) Enhancing the College’s brand perception among other engineering institutions’ leaders,
alumni/donors, industry partners, and other key stakeholders and 2) Establishing the College as the
engineering institution of choice for students.

2.03  OREGON STATE UNIVERSITY
Founded in 1868, Oregon State University is a comprehensive, research-extensive, public university located in
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Corvallis. OSU is one of only two American universities to hold the Land Grant, Sea Grant, Space Grant and
Sun Grant designations. OSU is also the only institution to have earned both Carnegie Foundation classifications
for Highest Research Activity and Community Engagement, recognition of the depth and quality of OSU’s
graduate education and research programs.

Through its centers, institutes, Extension offices and Experiment Stations, OSU has a presence in all of Oregon's
36 counties, including its main campus in Corvallis, the Hatfield Marine Sciences Center in Newport and OSU-
Cascades Campus in Bend. OSU offers undergraduate, masters and doctoral degrees through 11 academic
colleges, the Honors College, Graduate School and online Ecampus, enrolling more than 31,000 students from
every county in Oregon, every state in the country and more than 110 nations.

| 3.0 SAMPLE CONTRACT / STATEMENT OF WORK

3.01 SAMPLE CONTRACT
A sample contract containing a statement of work and contractual terms and conditions is included at Exhibit A.

3.02 STATEMENT OF WORK
Contractor shall provide management of the OSU College of Engineering social media presence. Management
includes, but is not limited to:

¢ Ongoing content development, posts, for Facebook, LinkedIn and Twitter.

e Ongoing coverage and response.

Ongoing Content Development, Posts.
Social media is only effective when it is actively managed and new, relevant, daily content is provided, which is
meaningful to the target audience and aligns with an organization’s culture and values. Additionally, data has
shown social media is much more effective when visuals are incorporated, versus text only. Therefore,
Contractor shall provide recommendations for visuals to accompany the text that we provide.
Posts include:

o Two (2) Facebook posts per weekday.
Three (3) Tweets per weekday.
One (1) LinkedIn post per week.
Mix of original content, curated content, and engagement (i.e. retweets).
Graphic design and/or photo resizing for sixteen (16) photos per month to accompany social media posts,
update Facebook, Twitter and LinkedIn cover photo every quarter.
e Boost posts strategically with the written approval of OSU.

Coverage and Response Times.

o Daily Monitoring — 8:30am to 5:30pm PST, five (5) days per week.

o Responses — 8:30am to 3:00pm PST, Monday —Friday*.
*Weekend and after-hours responses will only take place if necessary (the definition of ‘necessary’ shall be
agreed upon by OSU and the Contractor), otherwise, responses will be made during business hours.

General Recommendations and Assumptions.

Content Development - Contractor shall develop a monthly editorial calendar, which will include the proposed
content for publishing and submit it to the director of marketing and communications (or delegate) for approval
at least two (2) weeks prior to the beginning of that month. Contractor shall incorporate any edits to the
content. Upon approval of the content, in writing from OSU, the Contractor shall program all postings prior to
the beginning of the month.

Reporting.
Contractor shall provide monthly reports, which will include, but not be limited to, the following:
¢ Audience Reach — Number of followers and number of people who viewed the posts.
e Audience Engagement — Number of people who liked or interacted (e.g, Mentions, Likes, Share,
Comment, Click, Attend an event) with the posts.
e Audience Perception — A description of the engagement (positive, neutral or negative).
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Summary Analysis — An overview of the quantitative and qualitative data for the month and for the lifetime
of the campaign.

Communication.

Contractor shall also facilitate weekly conference calls with the College of Engineering Marketing and
Communications staff to provide updates of social media activities of the previous week and plans for the
upcoming week.

| 4.0

PROPOSER QUALIFICATIONS

4.01

MINIMUM QUALIFICATIONS

In order to qualify as a Responsive Proposer, the Proposer needs to meet the minimum qualifications below.

a. A demonstrated expertise in social media, and the ability to assess the College’s current social media
strategy and expand upon if deemed necessary.

b. Proven experience developing social media, including ongoing content, boosted content, Like/Follow
ads and other types of paid social ads.

c. Impeccable project management skills and an excellent track record of meeting client’s deadlines.

d. A demonstrated expertise in understanding the marketplace and delivering comprehensive marketing
and communications support for higher education institutions in general and engineering programs within
those institutions, in particular.

4.02 PREFERRED QUALIFICATIONS
OSU will award additional points for Proposers able to meet the preferred qualifications below.

a. Small to mid-size vendors.

b. Minority or women- owned vendors.

c. Afull-service marketing agency with current and past clients in multiple industry sectors, including higher
education.

d. Current or past experiences providing social media management services to higher education institutions
in general and engineering programs within those institutions, in particular.

e. A thorough and demonstrated knowledge of the OSU brand that was launched in 2017, including its
writing and visual styles.

f. A thorough and demonstrated knowledge of the OSU College of Engineering brand that was launched
in 2017, including its writing and visual styles.

g. A demonstrated knowledge and understanding of OSU College of Engineering organizational strategic
goals and objectives.

h. A demonstrated knowledge and understanding of OSU College of Engineering marketing and
communications goals and objectives.

5.0 REQUIRED SUBMITTALS AND EVALUATION
5.01 REQUIRED SUBMITTALS

It is the Proposer’s sole responsibility to submit information in fulfillment of the requirements of this Informal
Request for Proposal. Required Submittals in the checklist below must be included in the Proposal or it will
cause the Proposal to be deemed non-responsive. This checklist is provided solely for the convenience of the
Proposer.
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Proposers must submit the following information:

Proposer

Required Submittal Description Checklist

1) Description of how the goods or services offered
specifically satisfy the statement of work described in E
Section 3.

2) Detailed information about how the Proposer meets the

minimum and preferred qualifications described in Section 4. E

3) Complete and itemized pricing of the goods or services
requested including the following:

a) Contractor shall commit to being compensated solely based
on “time and materials” at agreed upon hourly rates.

b) Contractor shall commit to passing along all outside
expenses with no markup or commission.

c) Contractor shall commit to providing transparent pricing
and invoices with no hidden fees.

d) Contractor shall supply documentation to support
invoices, including timesheets and third-party invoices, upon
request.

4) Provide references from vendors in higher education and
other industries.

[

5) Provide a minimum of two (2) samples of marketing and
social media project work.

6) Exhibit B: Certifications, fully completed.

7) Exhibit C: References, fully completed.

8) Exhibit D: OSU Security Questions for Technology-Based
Procurements — MUST be fully completed and MUST be
submitted with Proposal.

000010

5.02  EVALUATION

This is a multistage evaluation. OSU will first review all Proposals to determine Responsiveness. Proposals
that do not comply with the instructions, that are materially incomplete, that do not meet the minimum
requirements, or that are submitted by Proposers who does not meet minimum qualifications may be deemed
non-Responsive. Written notice will be sent to Proposers whose Proposal is deemed non-Responsive identifying
the reason. The evaluation committee will then perform first stage evaluations on the Written Proposals based
on the following evaluation criteria. Points will be given in each criteria and a total score will be determined. The
maximum points available for each criterion are identified below.

Evaluation Criteria Points
Proposal relative to the Statement of Work 30
Proposer’s qualifications relative to the preferred qualifications 40
Price of the goods or services 30
Total 100

OSU may award after the first stage evaluation to the highest ranked Proposer without moving on to the second
stage evaluation. If OSU decides to move to a second stage evaluation, the highest ranked Proposers from the
first stage evaluation will move to the second stage evaluation. Proposers who are included in the second stage
evaluation may be requested to provide additional information about their Proposal through interviews,
presentations, requests for best and final Proposals or other methods relevant to the goods or services, in order
for the evaluation committee to make a final determination. Points awarded in the first stage evaluation will not
be carried to the second stage evaluation. If a second stage evaluation of all Proposers does not produce an
award that is in OSU’s best interest, OSU may return to the first stage evaluation to advance additional Proposers
to a second stage evaluation.
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5.03  AWARD

Contract will be awarded to the Proposer who, in OSU’s opinion, meets the requirements and qualifications of
the RFP and whose Proposal is in the best interest of OSU. If a successful Contract cannot be completed after
award, OSU may conclude contract negotiations, rescind its award to that Proposer, and return to the most
recent RFP evaluation stage to negotiate with another Proposer(s) for award.

5.04 INVESTIGATION OF REFERENCES

OSU reserves the right to investigate and to consider the references and the past performance of any Proposer
with respect to such things as its performance or provision of similar goods or services, compliance with
specifications and contractual obligations, and its lawful payment of suppliers, subcontractors, and workers.
OSU further reserves the right to consider past performance, historical information and facts, whether gained
from the Proposal, Proposer interviews, references, OSU or any other source in the evaluation process. OSU
may postpone the award or execution of the Contract after the announcement of the notice of intent to award in
order to complete its investigation.

| 6.0 INSTRUCTIONS TO PROPOSERS

6.01 APPLICABLE STATUTES AND RULES
This RFP is subject to the applicable provisions and requirements of the Oregon Revised Statutes, Oregon
Administrative Rules, and OSU Policies and Procedures.

6.02  COMMUNICATIONS DURING RFP PROCESS

In order to ensure a fair and competitive environment, direct communication between OSU employees other than
the Administrative Contact or other PCMM representative and any party in a position to create an unfair
advantage to Proposer or disadvantage to other Proposers with respect to the RFP process or the award of a
Contract is strictly prohibited. This restricted period of communication begins on the issue date of the solicitation
and for Proposer(s) not selected for award ends with the conclusion of the protest period identified in OSU
Standard 580-061-0145(3) and for Proposers(s) selected for award ends with the contract execution. This
restriction does not apply to communications to other OSU employees during a Pre-Proposal conference or other
situation where the Administrative Contact has expressly authorized direct communications with other staff. A
Proposer who intentionally violates this requirement of the RFP process or otherwise deliberately or
unintentionally benefits from such a violation by another party may have its Proposal rejected due to failing to
comply with all prescribed solicitation procedures. The rules governing rejection of individual solicitation
responses and potential appeals of such rejections are at OSU Standard 580-061-0130.

6.03  REQUESTS FOR CLARIFICATION OR CHANGE

Requests for clarification or change of the Request for Proposal must be in Writing and submitted to PCMM at
least two (2) days before the Proposal Due Date and Time, unless specified otherwise herein. Such requests
for clarification or change must include the reason for the Proposer’s request. OSU will consider all timely
requests and, if acceptable to OSU, amend the Request for Proposal by issuing an Addendum. Envelopes, e-
mails or faxes containing requests should be clearly marked as a Request for Clarification or Change and include
the RFP Number and Title.

6.04 ADDENDA

Only documents issued as Written Addenda by PCMM serve to change the Request for Proposal in any way.
No other direction received by the Proposer, written or verbal, serves to change the Request for Proposal.
Addenda will be publicized on the OSU procurement website. Proposers are advised to consult the OSU
procurement website prior to submitting a Proposal in order to ensure that all relevant Addenda have been
incorporated into the Proposal. Proposers are not required to submit Addenda with their Proposal. However,
Proposers are responsible for obtaining and incorporating any changes made by Addenda into their Proposal.
Failure to do so may make the Proposal non-Responsive, which in turn may cause the Proposal to be rejected.

6.05 PREPARATION AND SIGNATURE

Proposals should be Written and signed in ink by an authorized representative with authority to bind the
Proposer. Signature certifies that the Proposer has read, fully understands, and agrees to be bound by the RFP
and all Exhibits and Addenda to the RFP.
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6.06  PUBLIC RECORD

Upon completion of the Request for Proposal process, information in all Proposals will become subject records
under the Oregon Public Records Law. Only those items considered a “trade secret” under ORS 192.50 (2),
may be exempt from disclosure. If a Proposal contains what the Proposer considers a “trade secret” the
Proposer must mark each sheet of information as such. Only bona fide trade secrets may be exempt and only
if public interest does not require disclosure.

6.07  SUBMISSION

Proposals must be received in the PCMM office no later than the Proposal Due Date and Time. Envelopes,
faxes, or e-mails containing Proposals should contain the RFP No., RFP Title and the Proposal Due Date and
Time. Proposals may be mailed to Oregon State University, Procurement, Contracts, and Materials
Management, 644 SW 13th Street, Corvallis, OR 97333-4238, faxed to (541) 737-2170 or e-mailed in PDF format
to the Administrative Contact noted above. It is highly recommended that a Proposer confirms receipt of the
Proposal with the Administrative Contact noted above.

6.08  PROPOSALS ARE OFFERS

The Proposal is the Proposer’s offer to enter into a Contract pursuant to the terms and conditions specified in
the RFP, its Exhibits, and Addenda. The offer is binding on the Proposer for one hundred twenty (120) days,
unless otherwise specified herein. OSU’s award of the Contract constitutes acceptance of the offer and binds
the Proposer.

6.09 RIGHT TO REJECT
OSU may reject, in whole or in part, any Proposal not in compliance with the RFP, Exhibits, and Addenda. OSU
may reject all Proposals if it is in the best interest of OSU to do so.

6.10 PROPOSAL PREPARATION COSTS
OSU is not liable for costs incurred by the Proposer during the RFP process.

6.11  AWARDS

OSU reserves the right to make award(s) by individual item, group of items, all or none, or any combination
thereof; on a geographical basis and/or on a statewide basis with one (1) or more suppliers. OSU reserves the
right to delete any item from the contract when deemed to be in the best interest of OSU.
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EXHIBIT A
SAMPLE CONTRACT

OREGON STATE UNIVERSITY
PERSONAL/PROFESSIONAL SERVICES CONTRACT (PPSC)

This Contract is entered into by and between Oregon State University (OSU/Institution) for its

(Contractor).

Department Contract #

(Department) and

Whereas OSU has need of the services which Contractor is competent to provide; now therefore, in consideration of the sum

not to exceed $
of last signature and

to be paid at the rate of $

/hour to Contractor by OSU, Contractor agrees to perform between date
, inclusive, the following personal and/or professional services:

Contractor shall not begin work until the Contract is signed by all parties listed below. Unless otherwise specified herein, OSU
shall pay only for work performed. Contractor shall submit detailed invoice(s) for work performed to Department for payment.
Invoices are paid according the OSU’s standard payment terms which are Net 30 days from receipt of correct invoice.

The following attachments are incorporated by this reference and made a part of this contract: Attachment A, OSU Standard

Contract Provisions and [] Attachment B;

INSURANCE: the minimum limit is $

] Attachment C;

[] Other Attachments . ,

Type required: JCGL [OAUTO [JProfessional

THIS CONTRACT SHALL BECOME EFFECTIVE AND BINDING UPON LAST SIGNATURE BY AUTHORIZED
REPRESENTATIVES OF THE PARTIES AS PROVIDED HEREIN.

osu CONTRACTOR
OSU Department Head Date Signature Date
(Typed Name): Typed Name:

Address:

Phone:

OSU Contract Officer Date

Banner Vendor ID No.:

U.S. Tax Identification No.:
Contractor is a: (Check One)

O Resident U.S. citizen

O Resident non-U.S. citizen (Green Card Holder)
O Non-U.S. citizen

O Partnership

O Corporation

O Contractor is also a minority group member

OSU VENDOR NO. FORM PREPARED BY

PREPARER'S ADDRESS DATE

INDEX CODE ACCOUNT CODE

ACTIVITY CODE

PAYMENT AMOUNT

Place Bar Code Label Here

All payments and reimbursements made on this contract will be
1099-misc. reportable.  Rev 11-/09




ATTACHMENT A
OREGON STATE UNIVERSITY STANDARD PERSONAL/PROFESSIONAL SERVICES CONTRACT PROVISIONS

ACCESS TO RECORDS. Contractor shall maintain books, records, documents, and other evidence and accounting procedures and practices sufficient to reflect properly all costs of whatever nature
claimed to have been incurred and anticipated to be incurred in the performance of this Contract. OSU and the federal government and their respective duly authorized representatives shall have access to
the books, documents, papers, and records of Contractor which are directly pertinent to this Contract for the purpose of making audit, examination, excerpts, and transcripts. Such books and records shall
be maintained by Contractor for three years from the date of contract expiration unless a shorter period is authorized in writing. Contractor is responsible for any audit discrepancies involving deviation from
the terms of this Contract and for any commitments or expenditures in excess of amounts authorized by Institution.

ASSIGNMENT. Contractor shall not assign or transfer its interest nor delegate its obligation in this Contract without the express written consent of the Institution.

AVAILABILITY OF FUNDS. Institution certifies that sufficient funds are available and authorized for expenditure to finance costs of this Contract within its current biennial appropriation or expenditure
limitation, provided, however, that continuation of the Contract, or any extension, after the end of the fiscal period in which it is written, is contingent upon a new appropriation or limitation for each succeeding
fiscal period for the purpose of this Contract.

CAPTIONS. The captions or headings in this Contract are for convenience only and in no way define, limit, or describe the scope or intent of any provisions of this Contract.

COMPLIANCE WITH APPLICABLE LAW. Contractor agrees to comply with all federal, state, county, and local laws, ordinances, and regulations applicable to the work to be done under this Contract.
Contractor specifically agrees to comply with all applicable requirements of federal and state civil rights and rehabilitation statutes, rules, and regulations. Contractor also shall comply with the Americans
with Disabilities Act of 1990 (Pub L No. 101-336), ORS 659.425, and all regulations and administrative rules established pursuant to those laws. Failure or neglect on the part of Contractor to comply with
any or all such laws, ordinances, rules, and regulations shall not relieve Contractor of these obligations nor of the requirements of this Contract. Contractor further agrees to make payments promptly when
due, to all persons supplying to such Contractor, labor or materials for the prosecution of the work provided in this Contract; pay all contributions or amounts due the Industrial Accident Fund from such
contractor incurred in the performance of this Contract; not permit any lien or claim to be filed or prosecuted against the state on account of any labor or material furnished; pay to the Department of Revenue
all sums withheld from employees pursuant to ORS 316.167. If Contractor fails or refuses to make any such payments required herein, the appropriate Institution official may pay such claim to such payment.
Any payment of a claim in the manner authorized in this section shall not relieve the Contractor or Contractor's surety from obligation with respect to any unpaid claims.

CONFLICT OF INTEREST. Contractor covenants that it presently has no interest and shall not acquire any interest, direct or indirect, which would conflict in any manner or degree with the performance of
its services hereunder. Contractor further covenants that in the performance of this Contract no person having any such interest shall be employed.

DUAL PAYMENT. Contractor shall not be compensated for work performed under this Contract from any other entity of the State of Oregon.
EXECUTION AND COUNTERPARTS. This Contract may be executed in several counterparts, each of which shall be an original, all of which shall constitute but one and the same instrument.

GOVERNING LAW. This Contract shall be governed and construed in accordance with the laws of the State of Oregon. Any claim, action, or suit between Institution and Contractor that arises out of or
relates to performance of this Contract shall be brought and conducted solely and exclusively within the Circuit Court for Benton County, for the State of Oregon. Provided, however, that if any such claim,
action, or suit may be brought only in a federal forum, it shall be brought and conducted solely and exclusively within the United States District Court for the District of Oregon.

HAZARD COMMUNICATION. Contractor shall notify Institution prior to using products containing hazardous chemicals to which Institution employees may be exposed. Products containing hazardous
chemicals are those products defined by Oregon Administrative Rules, Chapter 437. Upon Institution's request, Contractor shall immediately provide Material Safety Data Sheets, as required by OAR 437-
155-025, for the products subject to this provision.

INDEMNITY, RESPONSIBILITY FOR DAMAGES. Contractor shall be responsible for all damage to property, injury to persons, and loss, expense, inconvenience, and delay which may be caused by, or
result from, the conduct of work under this contract, or from any act, omission, or neglect of contractor, its subcontractors, or employees. Contractor shall save, defend, indemnify, and hold harmless OSU
and its officers, board members, employees, and agents from all claims, suits, and actions of any nature resulting from or arising out of the activities or omissions of Contractor or its subcontractors, officers,
agents, or employees acting under this contract.

INDEPENDENT CONTRACTOR STATUS. The service(s) to be rendered under this Contract are those of an independent contractor. Contractor is not to be considered an agent or employee of Institution
for any purpose, and neither Contractor nor any of Contractor's agents or employees are entitled to any of the benefits that Institution provides for its employees. Contractor will be solely and entirely
responsible for its acts and for the acts of its agents or employees during the performance of this Contract. If Contractor is providing personal services as an individual, (a) Contractor: (1) Is engaged as
an independent contractor and will be responsible for any Federal or State taxes applicable to this payment; (2) Will not be eligible for any Federal Social Security, State Workers' Compensation,
unemployment insurance, or Public Employees Retirement System benefits from this Contract payment; (3) Is not an officer, employee, or agent of the State as these terms are used in ORS 30.265 and
will not be under the direction and control of Institution; (4) Is not currently employed by the Federal Government and the amount charged does not exceed his normal charge for the type of service provided
if payment is to be charged against Federal funds; (5) Is not a member of the Oregon Public Employees Retirement System; or (6) if a contributing member of the Oregon Public Employees Retirement
System for which contributions to the retirement system must be withheld, Contractor’s contribution to the retirement system will be withheld and a corresponding Institution contribution made; and (7) Must
furnish Form IRS Form 8233 in duplicate with this Contract if Contractor is a non-resident alien and claims exemption from Federal Withholding tax.

INSURANCE. Contractor shall secure at its own expense and keep in effect during the term of this Contract general liability insurance. Insurance policies, which cannot be excess to a self-insurance
program, are to be issued by an insurance company authorized to do business in the State of Oregon. OSU and its officers, board members, employees, and agents shall be included as additional insured
in said insurance policy. If any of the liability insurance is arranged on a "claims made" basis, "tail"* coverage will be required at the completion of this Contract for a duration of 24 months.

NOTICES AND REPRESENTATIVES. All notices, certificates, or communications shall be delivered or mailed postage prepaid to the parties at their respective places of business as identified in the
signature block of this Contract, unless otherwise designated in writing. Copies of such correspondence shall also be sent to all other Contract signatories.

OVERDUE PAYMENTS. Any charges claimed by the Contractor for payment of an overdue amount shall be in accordance with the provisions of ORS 293.462.
OWNERSHIP OF WORK PRODUCT. All work products or any form of property originated or prepared by Contractor which result from this Contract are the exclusive property of Institution.

SEVERABILITY. If any term or provision of this Contract is declared by a court of competent jurisdiction to be illegal or in conflict with any law, the validity of the remaining terms and provisions shall not
be affected, and the rights and obligations of the parties shall be construed and enforced as if the Contract did not contain the particular term or provision held to be invalid.

SUBCONTRACTS AND ASSIGNMENTS. Contractor shall not enter into any subcontracts for any of the work scheduled under this Contract, or assign or transfer any of its interest in this Contract, without
obtaining prior written approval from the Institution.

SUCCESSORS IN INTEREST. The provisions of this Contract shall be binding upon and shall inure to the benefit of the parties hereto, and their respective successors and assigns.

TERMINATIONS. This Contract may be terminated at any time by mutual consent of both parties, or by either party upon thirty (30) days’ notice in writing and delivered by certified mail or in person to the
other party. In addition, the Institution may terminate this Contract effective upon delivery of written notice to Contractor, or at such later date as may be established by the Institution, if (a) Federal or state
regulations or guidelines are modified, changed, or interpreted in such a way that the services are no longer allowable or appropriate for purchase under this Contract; or (b) Any license or certificate required
by law or regulation to be held by the Contractor to provide the services required by this Contract is for any reason denied, revoked, or not renewed. This Contract may also be terminated by Institution for
default (including breach of contract) if (a) Contractor fails to provide services or materials called for by this Contract within the time specified; or (b) Contractor fails to perform any of the other provisions of
this Contract, or so fails to pursue the work as to endanger performance of this Contract in accordance with its terms, and after receipt of written notice from Institution, fails to correct such failures within ten
days. The rights and remedies of Institution provided in the above clause related to defaults (including breach of contract) by Contractor shall not be exclusive and are in addition to any other rights and
remedies provided by law or under this Contract.

TERMINATION DUE TO NONAPPROPRIATION OF FUNDS. If sufficient funds are not provided in future legislatively approved budgets of Institution (or from applicable Federal, state, or other sources)
to permit Institution in the exercise of its reasonable administrative discretion to continue this Contract, or if Institution or program for which this Contract was executed is abolished, the Institution may
terminate this Contract without further liability by giving Contractor not less than thirty (30) days notice. In determining the availability of funds from the Oregon Legislature for this Contract, Institution may
use the budget adopted for it by the Joint Ways and Means Committee of the Oregon Legislative Assembly.

FOREIGN CONTRACTOR. If Contractor is not domiciled in or registered to do business in the State of Oregon, Contractor shall promptly provide to the Oregon Department of Revenue and the Secretary
of State, Corporation Division, all information required by those agencies relative to this Contract. Contractor shall demonstrate its legal capacity to perform these services in the State of Oregon prior to
entering into this Contract.

FORCE MAJEURE. Neither Institution nor Contractor shall be held responsible for delay or default caused by fire, riot, acts of God, or war where such cause was beyond, respectively, Institution's or
Contractor's reasonable control. Contractor shall, however, make all reasonable efforts to remove or eliminate such a cause of delay or default and shall, upon the cessation of the cause, diligently pursue
performance of its obligations under this Contract.

WAIVER. The failure of Institution to enforce any provision of this Contract shall not constitute a waiver by Institution of that or any other provision.
APPROVALS. In some instances, another state agency may be required to approve this Contract before any work may commence under this Contract.
RECYCLED PRODUCTS: Contractors will use recycled products, as defined in ORS 279A.010(1)(ii), to the maximum extent economically feasible in the performance of the Contract.

WORKERS’ COMPENSATION. All employers, including Contractor, that employ subject workers who work under this Contract in the State of Oregon shall comply with ORS 656.017 and provide the
required workers’ compensation coverage, unless such employers are exempt under ORS 656.126. Contractor shall ensure that each of its subcontractors complies with these requirements.

MERGER. THIS CONTRACT CONSTITUTES THE ENTIRE AGREEMENT BETWEEN THE PARTIES. THERE ARE NO UNDERSTANDINGS, AGREEMENTS, OR REPRESENTATIONS, ORAL OR
WRITTEN, NOT SPECIFIED HEREIN REGARDING THIS CONTRACT. NO AMENDMENT, CONSENT, OR WAIVER OF TERMS OF THIS CONTRACT SHALL BIND EITHER PARTY UNLESS IN
WRITING AND SIGNED BY ALL PARTIES. ANY SUCH AMENDMENT, CONSENT, OR WAIVER SHALL BE EFFECTIVE ONLY IN THE SPECIFIC INSTANCE AND FOR THE SPECIFIC PURPOSE
GIVEN. CONTRACTOR, BY THE SIGNATURE HERETO OF ITS AUTHORIZED REPRESENTATIVE, ACKNOWLEDGES HAVING READ AND UNDERSTOOD THE CONTRACT AND CONTRACTOR
AGREES TO BE BOUND BY ITS TERMS AND CONDITIONS.



EXHIBIT B
CERTIFICATIONS

By signature on this certification the undersigned certifies that they are authorized to act on behalf of the Proposer
and that under penalty of perjury the undersigned will comply with the following:

SECTIONI. OREGON TAX LAWS
The undersigned hereby certifies under penalty of perjury that the Proposer, to the best of the undersigned’s
knowledge, is not in violation of any tax laws described in ORS 305.380(4).

SECTION Il.  AFFIRMATIVE ACTION
The undersigned hereby certifies that they have not discriminated against Minority, Women or Emerging Small
Business Enterprises in obtaining any required subcontracts, pursuant to OAR 580-061-0030 (3).

SECTION lll. COMPLIANCE WITH SOLICITATION
The undersigned agrees and certifies that they:

1. Have read, fully understands and agrees to be bound by the Request for Proposal and all Exhibits and
Addenda to the Request for Proposal; and
2. Are an authorized representative of the Proposer, that the information provided is true and accurate, and

that providing incorrect or incomplete information may be cause for rejection of the Proposal or Contract
termination; and

3. Will furnish the designated item(s) and/or service(s) in accordance with the Request for Proposal and the
Contract; and
4, Has provided a correct Federal Employer Identification Number or Social Security Number with Proposal.

SECTION IV. PERMISSIVE COOPERATIVE PROCUREMENTS
If Proposer is awarded a contract from this Request for Proposal, Proposer hereby (check one)

L1 agrees
1 disagrees
to offer the resulting contractual terms and prices to other public institutions.

Authorized Signature: Date:

Name (Type or Print): Telephone:( )
Title: Fax:( )

FEIN ID# or SSN# (required): Email:

Company:

Address, City, State, Zip:

Construction Contractors Board (CCB) License Number (if applicable):

Business Designation (check one):
I Corporation O Partnership OLLC I Sole Proprietorship I Non-Profit
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EXHIBIT C
REFERENCES

REFERENCE 1

COMPANY:

CONTACT NAME:

ADDRESS:

PHONE NUMBER:

CITY, STATE ZIP:

FAX NUMBER:

WEBSITE:

E-MAIL:

GOODS OR SERVICES PROVIDED:

REFERENCE 2

COMPANY:

CONTACT NAME:

ADDRESS:

PHONE NUMBER:

CITY, STATE ZIP:

FAX NUMBER:

WEBSITE:

E-MAIL:

GOODS OR SERVICES PROVIDED:

REFERENCE 3

COMPANY:

CONTACT NAME:

ADDRESS:

PHONE NUMBER:

CITY, STATE ZIP:

FAX NUMBER:

WEBSITE:

E-MAIL:

GOODS OR SERVICES PROVIDED:
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EXHIBIT D
OSU Security Questions for Technology-Based Procurements

Name of Technology

Name of Company

Contact Information

Printed Name of Person Completing Questionnaire

Signature of Person Completing Questionnaire

If purchased, Oregon State University reserves the right to conduct an IT security assessment on the product(s),

system(s) and/or service(s) once delivered to validate the answers to the questions below. If evaluation copies or

instances are available for testing, they should be provided to the IT Security Office prior to purchase. Please
contact the Office of Information Security at InfoSec@oregonstate.edu.

Documentation

Internal
Use

Do you have a completed Shared Assessments full SIG
guestionnaire?

Have you undergone a SAS 70 or SSAE 16 audit?

Do you have a documented change management process?

Do you have a formal Incident Response plan?

Application/Service/Data Security

Describe the permissions granted to each role in your
application/system?

Describe the level to which the roles and permissions can be
customized by Oregon State University.

What specific encryption algorithms are employed for your
product(s), system(s) and/or service(s)?

Is all sensitive data (i.e. Social Security Numbers, Credit Card
Numbers, Health Information, etc.) encrypted in transit and at
rest? If not, please explain?

Will Oregon State University data be encrypted at rest? (Whole
Disk Encryption, DB encryption, column level encryption inside a
DB)

Describe the mechanism for transferring data from Oregon State
University to your organization. Are these transfers logged?

Is login information such as user name and password encrypted
during transmission from the client to the server? NOTE: Base-64
encoding is not acceptable.
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Are passwords hashed, so they cannot be decrypted? (SHA-1,
SHA-256, MD5, ...) Please describe.

Does your product(s), system(s) and/or service(s) prevent the use
of shared credentials or accounts including administrative
accounts?

Describe how your product(s), system(s) and/or service(s)
authenticate and authorize users?

Does your product(s) and/or system(s) facilitate compliance with
Federal and State laws, such as FERPA, HIPPA and PCI?

Is all access, including administrative accounts, controlled and
logged (i.e. firewalls, file system permissions, ACLs, database table
permissions, packet logs, etc.)? If not, please explain.

Will Oregon State University data be used in test or development
environments?

Does your company own the physical data center where Oregon
State University's data will reside?

Do any of your servers reside in a co-located data center?

If you are using a co-located data center, does this data center
operate outside of the United States?

If this co-located data center operates outside of the United
States, will any of Oregon State University's data ever leave the
United States?

If Oregon State University data will leave the United States, please
list all countries where it will be stored.

Is there a contract in place to prevent data from leaving the United
States?

If you are using a co-located data center, please describe how
networks and systems are separated.

Are intrusion detection technologies and firewalls utilized on the
hosted system(s)?

Describe how your facility is physically secured?

Third Parties

Will Oregon State University data be shared with or hosted by any
third parties?

If so, list all 3rd parties that will host or have access to Oregon
State University data.

Do you perform security assessments of third party companies?

If you do assess third parties, please describe assessment
methodology.

How often do you reassess third party companies?

Briefly explain why each of these third parties will have access to
Oregon State University data.

Have you experienced a breach?

Password/Passphrase Management

Can you enforce password / passphrase aging requirements? ‘
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Can you enforce password / passphrase complexity requirements?

Are user account passwords / passphrase visible in administration
modules?

Are stored user account passwords / passphrases hashed?

What algorithm is used to hash passwords?

Vulnerability Assessment/Mitigation

The OWASP 10 identifies the most critical web application security
flaws. How does your organization address and mitigate the
common application risk identified by the OWASP Top 10.
Information about the OWASP Top Ten can be found at
https://www.owasp.org/index.php/OWASP_Top_Ten_Project.

Are your applications scanned for vulnerabilities by a qualified 3rd
party?

Are your systems scanned for vulnerabilities by a qualified 3rd
party?

Are your applications scanned for vulnerabilities prior to new
releases?

What application and operating system vulnerability scanning
companies do you use?

How often are operating systems and applications scanned?

Are updates to your product released on a regular schedule?

How are critical security patches applied to your systems and
applications?

Will we be notified of major changes to your environment that
could impact our security posture?

Disaster Recovery/Backups

Do you have a disaster recovery plan?

Are components of your disaster recovery plan located outside of
the United States?

When was the last time you tested your disaster recovery plan?

Are you performing backups?

What type of media is used for backups?

How long are these backups kept?

How is backup media destroyed?

Are you encrypting your backups?

Will you be willing to encrypt backups of Oregon State University
data?

Are these backups taken offsite?

Where are all the locations that will store Oregon State University
backup data? Please list by country if located outside of the
United States.

Employee Policies/Security Awareness

Do you perform background screenings on employees?

Do you have an information security awareness program?
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Is the security awareness training mandatory for all employees?

How frequently are employees required to undergo the security
awareness training?

Do your employees hold Information Technology Security
certifications and/or secure coding? If so, which ones?
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